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Abstract

Pervasive computing environments such as smart

Most first-generation pervasive space prototypes in
existence now are the result of massive ad-hoesyst
integration. Introducing a new device to the

spaces require a mechanism to easily integrate, enyironment is a laborious process. After the dhiti
manage and use numerous, heterogeneous sensors an@ecision over which particular component to purehas

actuators into the system. However, available senso
network platforms are inadequate for this task. The
goals are requirements for a smart space are very
different from the typical sensor network applioati
Specifically, we found that the manual integratimin
devices must be replaced by a scalable, plug-aag-pl

mechanism. The space should be assembled

programmatically by software developers, not

hardwired by engineers and system integrators. This
allows for cost-effective development, enables
extensibility, and simplifies change management. We
found that in a smart space, computation and power
are readily available and connectivity is stabledan

rarely ad-hoc. Our deployment of a smart house (an
assistive environment for seniors) guided us to
designing Atlas, a new, commercially available

service-oriented sensor and actuator platform that
enables self-integrative, programmable pervasive

spaces. We present the design and implementation of nethodologies,

the Atlas hardware and middleware components, its
salient characteristics, and several case studiés o
projects using Atlas.

1. Introduction

The UF Mobile and Pervasive Computing Lab is
dedicated to applied research on assistive envieotsn
for seniors and the disabled. Our largest projgt¢hé
Gator Tech Smart House [1] (GTSH), a 2500 sq. ft.

the smart space developers must research the tevice
characteristics and operation, determining how to
configure it and interface with it. The device mtrsn
somehow be connected and physically integrated into
the space. Any applications using the new devicstmu
be written with knowledge of the resources assigned
connect the device, signals to query and contrel th
device, and the meaning of any signals returned.
Finally, tedious and repeated testing is required t
guard against errors or indeterminate behavior that
could occur if, for example, applications make
conflicting requests of devices, or if devices or
connection resources themselves conflict. Any chang
in deployed devices or applications requires répgat
the process. This is the problem with integrated
pervasive spaces.

The goal of the Pervasive Computing Lab at the
University of Florida is to develop models,
and processes for creating
programmable pervasive spaces [2]. This is a cdncep
in which a smart space exists, in addition to ftggical
entity, as a runtime environment and a softwanatip
[3]. Service discovery and gateway protocols and
frameworks (such as OSGi [4,5]) automatically
integrate system components using a generic
middleware that maintains a service definitiondach
sensor and actuator in the space. Programmers
assemble services into composite applications using

pervasive computing environment located in the Oak various programming models [6], tools, and featafes

Hammock retirement community in Gainesville,

Florida. The GTSH showcases many technologies and

services designed to assist both elderly residents
local or remote caregivers.

the middleware.
The Atlas sensor platform described in this paper i

the basic building block for programmable pervasive
spaces. Atlas provides physical nodes for conngctin

While using the GTSH as a showcase is useful, its various heterogeneous devices, a system for ttargla
main benefit is as a test-bed for the fundamental those devices into software services, a system for

components and practices that turn a normal spage i
a pervasive computing smart space.

maintaining a library of device services and their



interfaces, and a runtime environment for accessing sensor node. College of the Atlantic collaboratéth w

services and composing applications.
The remainder of this paper is organized as follows

Section 2 examines related sensor network research

and indicates why these platforms are not ideal for
developing pervasive computing spaces. Section 3
analyzes the role of sensors and actuators in pigeva

Berkeley to use wireless sensor networks for habita
monitoring on Great Duck Island [11].

Motes are currently the de facto standard platform
for sensor networks. Although the Mote was prinyaril
developed for use in wireless ad-hoc networks for
applications such as remote monitoring, researdhers

computing spaces, analyzes how these devices can bemany unrelated areas have used Mote primarilytor i

integrated into a system in a way that facilitaties
development of the pervasive space and
applications and services that run in the spacetid®e
3 also presents our overall architecture for
programmable pervasive spaces including the
requirements for a sensor and actuator platforn tha
enables these spaces. Section 4 details
implementation of Atlas, a service-oriented serssat
actuator platform that enables the creation of
programmable pervasive spaces. Section 5 illustrate
the deployment of an Atlas-based system, from
configuring nodes to building applications usingr ou
Eclipse plug-in. Section 6 references case stifdias
various projects (both within our lab and in
collaboration with other groups) using the Atlas
platform. Section 7 provides a comparison matrix
describing features and characteristics of Atlad an
other sensor platforms. Section 8 concludes themap
with a summary of the current status of the Atlas
platform and information about upcoming releases.

2. Related Work

the

commercial availability and its ability to integeat
numerous sensors into a system.

Phidgets [12], developed by the University of
Calgary, is another widely used, commercially
available platform. The Phidgets support a largeetya
of sensors and actuators. They allow rapid apjdicat

the development and are extremely easy to use. But the

Phidgets are not fully modular, and they only suppo
communication to a Windows desktop computer via
USB, which leads to scalability problems.

Some groups have worked on creating a more
modular sensor network platform. The Cube [13],
developed by University College Cork, and MASS
[14], a Sandia National Laboratory project, have
modular architectures allowing users to rapidlyalep
applications and reconfigure platforms as necessary
Other sensor network platforms, such as NIMS [15],
XYZ [16], and Eco [17] were designed for specific
applications: environmental monitoring (NIMS, XYZ)
and health monitoring (Eco).

The Smart-Its [18], developed jointly by Lancaster
University and the University of Karlsruhe, offemse

three years in the number of sensor platforms in
development or commercially available. The most
visible of these has been the Mote family, devedope
by the University of California at Berkeley as paft

the Smart Dust [7] project. Motes such as the MICAz
MICA2, and MICA2DOT are available commercially
from Crossbow Technologies [10]. These platforms
include an integrated processing and communication
module and offer limited modularity in the form of
daughter cards, containing different sensor arrays,
which can be plugged into the platform. Other \@rsi
lack this modularity. For example, Telos [9], as
developed by the Smart Dust team, is a completely
integrated platform based on the TI MSP430
microcontroller. It offers higher performance and
consumes less power than other Mote platforms, but
comes at a higher cost, and the available sensers a

integrated into the device and cannot be changed by

users.
Many groups are working with Motes either as the
basis for other projects or to further the sensatfgrm
itself. Intel and Berkeley have worked together on
iMote [10], a Bluetooth-enabled version of the \es

pervasive spaces. They have a somewhat modular
hardware design and a template-based softwarerdesig
process, which allows rapid application development
But the Smart-lts platform is still not completely
modular, with an integrated processing and
communication board. Furthermore, devices connected
through Smart-Its are constrained to a single
application (running on the Smart-It hardware). sThi
does not allow for service-rich environments in athi
applications can be developed using service
composition.

None of the available sensor network platforms are
fully adequate for the development of pervasiveespa
Most of the platforms focus only on sensors, anéliga
touch upon the issue of actuators. In a pervagigees
actuators play as important a role as sensors, as
actuators are used to influence the space. NIMS and
XYZ make use of actuators, but only for the specifi
purpose of making the platforms mobile. Phidgets
support a large number of actuators, but are cainstl
by scalability issues and a fixed hardware
configuration.

Additionally, none of these platforms have the
capability to represent automatically their conadct



devices as software services to programmers amd.use
Instead, programmers must write distributed
applications that query hard-coded resources tesscc
the devices connected to the platform. Except lier t
larger number of devices supported, this is noebett
than connecting sensors and actuators directhjhéo t
I/O ports of a computer. It is a development method
that does not scale as more devices and serviees ar
added to a smart space.

These shortcomings lead us to create a modular,
service-oriented sensor and actuator platform
specifically designed to support the development of
pervasive computing spaces.

3. Sensors, Actuators for Pervasive Spaces

Our lab has thoroughly investigated [2,3,4,6,19,20]
how to develop robust, maintainable, and service-ri
pervasive spaces. During this research, we prasente
formal model of pervasive spaces, which first reepli
identifying the key entities in such a space. To
summarize, a space consists of living beings and
objects. The living beings interact with each otaed
with the objects. In a pervasive space, the liieangs
are users, and we can divide the objects into two
categories: passive objects and active objects.

Passive objects are "dumb" objects that cannot be
qgueried or controlled by the smart space. At best,

passive objects may be recognized by the space, but

only users can manipulate them. Passive objects
therefore are not key entities in a smart spacéivé\c
objects, however, can provide information to, or be
manipulated by, the smart space. Active objectkeye
entities.

Active objects are further divided into two classes
sensors and actuators. Sensors provide information
about a particular domain, supplying data to thetesy

provide measurement; they cannot directly alter the
state of the space. Actuators are the active abjbet
alter the space. They activate devices that perform
certain functions.

Sensors and actuators are the foundation of a
pervasive space, as they provide the means for
gathering information about the state of the spaw
for controlling devices that can modify the statdhe
space. We therefore require a platform to connect
numerous and heterogeneous sensors and actuators to
the services and applications that will monitor and
control the space.

Connecting sensors and actuators to applications
implies more than simply physically coupling these
devices to a computer platform (although this is
certainly important, as we wish to employ far more
devices than could be connected to the limited 1/O
ports for a single machine or even a small cluster)
Connecting devices with applications means progdin
some mechanism for the applications to make use of
devices and services directly, instead of accessing
some 1I/O resource on a machine that happens to be
wired to a particular device. Beyond dealing with
resource allocations, connecting applications and
devices means eliminating the need for those
applications to know the low-level information
(voltages, control codes, etc.) to drive the desiice

To solve this problem, we require a network-
enabled, service-oriented platform that can “cotiver
the various sensors and actuators to softwarecestvi
The required sensor platform would be responsitie f
obtaining this representation and for managing the
services in such a way that applications are eabily
to obtain and use the services and associated
knowledge. Realizing this, we were able to deshgn t
architecture for programmable pervasive spaces ishow

about the current state of the space. Sensors onlyin Fig. 1.
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Figure 1. Middleware architecutre for programmable pervasive spaces.

3

Physical World Layer

The physical layer contains passive and activeare captured into the smart space for observatimh a
objects. Through sensors and actuators, activectsbje control.



The platform node layer, implemented by Atlas,queried or controlled through an interface spedific
contains all the sensor and actuator platform nades that device, and facilitates the development of
the environment. These nodes automatically integratapplications that use the devices. This sectiod wil
the sensors and actuators (and hence their regpectidescribe in detail the implementation of each elgné
active objects) from the layer beneath and exgwirt the platform.
service representations to the layers above.

The service layer, which resides above the platform4'1' Hardware
layer, holds the registry of the software service Each Atlas node is a modular hardware device
representation of all sensors and actuators commeot Ccomposed of stackable, swappable layers, with each
the platform nodes. The service layer, which tyflica layer providing specific functionality. The modular
runs on a centralized, full-fledged server, alsatams ~ design and easy, reliable quick-connect systemwallo
the service discovery, composition, and invocationusers to change node configurations on the fly.
mechanisms for applications to locate and makeofise A basic Atlas node configuration (Fig. 3) consists
particular sensors or actuators. The service layethree layers: the Processing Layer, the Communicati
contains a context-management extension as wedl asLayer, and the Device Connection Layer.
knowledge representation and storage extensioh,dfot
which are necessary to build programmable pervasive
spaces.

Finally, the application layer sits at the top and
consists of the execution environment that provides
access to the software library of sensors, actsiasord
other services. It also contains the actual apiiica
and composed services that monitor and control
elements of the pervasive space.

Following this architecture, we created the Atlas
sensor and actuator platform to address the inadésgi
of existing platforms for creating programmable
pervasive spaces. The Atlas platform covers th
Sensors/Actuators, Node, and Services Layers inlFig

Figure 3. A three-layered Atlas node.

e4.1.1.Processing Layer. The Processing Layer is

responsible for the main operation of the Atlasenod
Our design is based around the Atmel ATmegal28L
microcontroller. The ATmegal28L is an 8MHz chip
that includes 128KB Flash memory, 4KB SRAM, 4KB
EEPROM, and an 8-channel 10-bit A/D-converter. The

microcontroller can operate at a core voltage betwe
2.7 and 5.5V. We chose this chip for its low power
Figure 2. Software architecture of the Atlas consumption, plethora of 1/0 pins, ample SRAM and
platform. program space, and the readily available tools and

information resources. In addition to the ATmegdl,28

Fig. 2 shows the layered software architecturdeft e include 64KB of expanded RAM for on-node

Atlas node and the full-fledged server that hosis t services and a real-time clock for accurate timiFigis

service framework. The Atlas driver runs on theadtl |ock can also be used to have the microcontralieke
node. On power-up, it registers the associatedos&ms fom a sleep state at specified intervals.

actuator services on the framework server. Optignal
processing agent could be dynamically loaded dmto t
Atlas node to allow for on-node processing (suctiaia
filtering).

4. The Atlas Platform

The Atlas platform is a combination of hardware,
firmware running on the hardware, and a software
middleware that provides services and an execution
environment. Together these components allow \iytua i ,
any kind of sensor, actuator, or other device to befigure 4. Processing Layer (left), Atlas Node with
integrated into a network of devices, all of whizn be WiFi Communication (right).



Whereas most current commercially availableactuators to the platform. Integrating any numbér o
platforms are concerned only with sensors, Atlaat analog and digital sensors is simple and easy. We
actuators as a first-class entity, and the poweplgu currently have layers capable of connecting up 20 3
design on the Processing Layer reflects this design  sensors to a single node.
platform supports both battery power and wired powe We also provide connection layers for actuators and

Battery power is an obvious choice in sensothave produced boards capable of controlling servos,
networks, where applications often require long@div  motors, and LEDs. We also have a TRIAC layer that
unattended, low-duty cycle sensing. The other optio |ets Atlas control the operation of household eleat
wired power, may seem unusual in this field. BMegi  devices (without disabling the standard manualretyt
the primary goal of Atlas — enabling the developtr@n  allowing our platform to replace X10 home automatio
smart spaces — wired power is a necessity. Smacesp modules and similar devices.
will contain many actuators, and driving these desi IEEE 1451 [21] defines a standard for sensor or
requires much more power than operating the platfor actuator (or any transducer) connections, including
nodes. Hence, Atlas supports both wired and batteryupport for providing a transducer electronic dataet
power. (TEDS) at the connection level. We intend to suppor

In case wired power is used, the second plug can hgis standard in the next release of the Atladquiat.
used to daisy-chain nodes together, reducing thebau ) o
of outlets used in a smart house environment. Thé -1.4.0Other Layers. Atlas is not limited to three layers.
number of nodes that can be chained to a singlepowAdditional layers could be added to provide extra
supply depends on the number and type of deviceBrocessing power, security features, multiple
connected to the platforms. For example, in theoGat communication mediums, network switching, or
Tech Smart House Smart Floor (see Sec. 6.1), ez n alternative power options.
is connected to 32 pressure sensors and 15 Atldessno

can be daisy chained easily. 4.2.Firmware

o The firmware runs on the Processing Layer of the
4.1.2.Communication Layer. Data transfer over the atas platform hardware, and allows the varioussses)
network is handled by the Communication Layer.actuators, and the platform itself to automatically
Currently we have four options — wired 10BaseTintegrate into the middleware framework.

Ethernet, 802.11b WiFi, Bluetooth, and USB, witle th The firmware first detects the type of
first two being the most popular. Communication Layer attached to the Atlas nodthdn
The wired Ethernet Communication Layer shown inconnects to the Atlas middleware and uploads its
Fig. 4 uses a Cirrus Logic Crystal LAN CS8900a NICconfiguration details, which registers all the deg
IC and a standard RJ45 connector for basic 10 Baseconnected to that particular node, making the davic
networking. LEDs provide instant feedback as to @w available as OSGi services in the framework.
connectivity, and LAN activity. Wired Ethernet is After this initialization process concludes, thedao
important in situations requiring high-speed dateeds goes into data-processing mode. It begins sendihg d
over an extremely reliable connection. For examiple, from sensors and receiving commands to controlssens
Gator Tech Smart House uses wired Ethernet Atlaand actuator operations.
nodes for critical systems such as location/falédigon. .

This is also the ideal layer for applications wheeeles ~ 4-3-Middleware
are situated in areas shielded from RF communicatio Although the middleware does, in part, run on the
The WiFi Communication Layer shown in Fig. 4 is Atlas nodes, the majority of the framework operates

based on the DPAC WLNB-AN-DP101 Airborne stand-alone PC. We currently use OSGi as the lofsis

Wireless LAN Module, providing 802.11b connectivity our middleware. OSGi provides many service discpver

to the Atlas Platform. It allows Atlas nodes to beand configuration mechanisms we need to create

deployed easily, without the hassle of laying caltles, programmable pervasive spaces.

when the reliability of constant connectivity is  As mentioned previously, when an Atlas node comes

unneeded. online, it performs some negotiation with the
In addition to the above communication options, amiddleware. Specifically, it is connecting to the

ZigBee layer, based on the Chipcon CC2420 transceiv Network Listener, which is listening on a dedicapexit

chip, is being finalized. Further details are pded in  for new nodes joining the network.

Sec. 8.1.

4.1.3.Device Connection Layer. The Connection
Layer is used to connect the various sensors and



Figure 7. Atlas web configuration for nodes.
Figure 5. Atlas middleware framework. 5.2.Eclipse IDE Plug-in

As shown in Fig. 5(1), after the initial handshatke, _We have implemented an Atlas plug-in for Eclipse
Network Manager spawns a Communicator Thread thdf 9- 8) as part of the effort to make pervasive

will exclusively handle all the network communicats computing environments pmgrammable' .The ID.E
with this particular node from now on. A Node Seevi MProves programmability by providing assistance in

Handler (NSH) is also created which registers theeveral aspects. It offers thg Capab'“ty. to conrec
various devices connected to this node as OSGicgsry €Mote Atlas frameworks, retrieving the.lls.t of M?

(as shown in Fig. 5(2) and handles the routing O;ensors and actuatolrs, as WeII.as existing apiplicat
commands and data between the service bundles a Hnr(]:iles. Itdalso c()jbtalns '”flo“.””at"r’lf‘ about tl?e bemd d
their respective devices. Applications are there abl such as dependency relationships, packaging, an

locate and use these services provided by the newers_ioning. The plug-in ta"?s a snapshot of theo;em
devices (Fig. 5(3)). runtime environment (which can be dynamically

refreshed), allowing programmers to work without a
5. Deployment & Application Development  constant connection to the space.

5.1. Configuring the Nodes

Most other sensor platforms require the
modification, re-compilation and re-deployment of
firmware every time node settings are modified or
different sensors or actuators are connected to the
platform. Atlas, however, provides an intuitivesgdo-
use web interface (Fig. 6, 7) for configuring thede
and selecting the sensors and actuators to be ciahe
to it. After saving the new configuration, the node
automatically restarts itself and the new deviteswsup
in the framework as OSGi services. Programmers can
then develop applications that use these services -

task that is made easy by our Eclipse plug-in.
Figure 8. Eclipse plug-in for programming smart

spaces.

When implementing a new application, the IDE lets
the programmers pick the sensors, actuators ofirexis
applications that are relevant to the new projgdhen
automatically analyzes the dependency and configure
the workspace such that the programmers can utilize
these resources by invoking their public APIs.

Figure 6. Atlas web configuration for bundle The IDE also provides templates and hints to guide
repository. the placement of behavioral logics when creatimpa



application. This effectively eliminates the entigrrier Several applications in the GTSH have already been
for new programmers learning how to program OSGimoved to the Atlas platform. These applicationduide
bundles. It also reduces the burden on experiencetie Smart Floor [22] (Fig. 10, a low-cost, unencenaol
programmers from repeatedly coding the same OSGndoor location-tracking system), the servo-cofeebl
boilerplate source necessary to create a workimglleu ~ window blinds, and the front door (keyless entryl an

Once the implementation is complete, the IDEsecurity with door opener and electric deadboltais
provides a one-button operation to compile the codeabout these projects can be found in [23]. The i@ing
prepare the bundle jar file, and deploy the newapplications, such as the Smart Plug [24], will rsbe
application to the remote framework of the running on Atlas.
programmer’s choice.

The tight integration with Eclipse gives 6.2.Purdue NILE-PDT
programmers all the features expected from a modern The NILE-PDT (Phenomena Detection and
IDE, such as method completion, automatic builds, a Tracking) system was developed by the Indiana
code refactorization support. The familiar intefaand ~ Database Center at Purdue University to detectrackl
programming practice also make it easier for Jav&nvironmental phenomena (gas clouds, oil spills,).et
programmers to learn how to develop applications infhey required a platform that would allow their teys

pervasive computing environments. to sample data streams from many different sensors.
) Additionally, NILE-PDT needed to control the data
6. Case Studies streams by altering the sampling rate of the sensor

The Atlas platform has already been used in Aising feedback algorithms, a mechanism that reduire

number of research projects, both within the Ursitgr uniform interfacing with every sensor in the netior
of Florida and in collaboration with other groups. The Atlas platform was a perfect match for NILE-RDT

In addition to providing a uniform interface to
6.1. Gator Tech Smart House heterogeneous sensors, Atlas also offers a plugplayd

The Gator Tech Smart House (GTSH) [1,2], asdevelopment model, even for applications written
discussed in the first section and shown in Figisa  Outside our framework. NILE-PDT had been in
2500 sq. ft. assistive environment for seniorsgi@ally ~ development for years, and it was almost fully
constructed as an integrated pervasive space, istiG implemented before Atlas was available. Other qctsfi
is now transforming into a showcase of programmablérose during this collaboration, such as NILE-PBihg

pervasive space technology. The Atlas platformhis t UDP for communication (the current Communication
foundation of this transformation. Layer for Atlas uses TCP) or the device driverstfe

sensors providing raw data readings (NILE-PDT etgec
time-stamped data).

We expect these types of conflicts will be common
when groups use a third-party platform with their
existing applications. We created a proxy systerthén
framework to resolve these issues. Using this fater,
the NILE-PDT developers were able to create a pioxy
our framework that formed the bridge between the
sensor services and the NILE-PDT engine. Our
middleware allows external applications to upload a
register these proxy services into the framework.

The NILE-PDT team was able to implement their
system without having any knowledge about the iaer
workings of the Atlas platform. A collaborative pap
[25] and demonstration based on this research was
presented at the Very Large Data Bases 2005
conference.

Figure 9. The Gator Tech Smart House.

7. Comparison

Table 1 compares Atlas and five other sensor
platforms in terms of components, connectivity ops,
features offered, and commercial availability.

Figure 10. Smart Floor tile, with Atlas node.



Table 1. Platform Comparison
Atlas MICA2 Mote Telos Cube MASS Smart-Its
Cygnal
Microcontroller Atmegal28L Atmegal28lL TI MSP430 Atmegal28LC8051F125 PIC 18F6720
Flash memory 128K 128K 48K 128K 128K 128K
Communication Wired Ethernet, IEEE
protocols supported WiFi, Bluetooth, RF 802.15.4 RF RF RF
USB, Zigbee
Service frameworks | OSGi,
supported .NET (ongoing) None None None None None
Ad-hoc network
support No Yes Yes Yes Yes Yes
Modular Yes Partial No Partial Yes Partial
Commercially
Available Yes Yes Yes No No Yes

8. Current Status & Upcoming Release

The Atlas platform functional and is
commercially available to researchers and other
groups. It can be obtained from Pervasa, Inc. (a
University of Florida startup) at www.pervasa.com.
The current iteration of the platform includes a
standardized Processing Layer, a choice of four
Communication Layers and various Device Connection
Layers.

The next version of Atlas is already
development. This section will provide an overviefv
the major changes and improvements that we have
planned.

is

in

8.1.Hardware Roadmap

We are investigating
Power/Communication Layers using power-line
communication and power-over-Ethernet. Other
power-related development includes energy hangstin
designs using resources such high-frequency R&t,sol
or vibration.

The stackable 2x2" form factor has worked well for
most projects, but we are also investigating a more
compact design for applications that require a kEmal
footprint. Extreme miniaturization is not planned
because working (programming, installing, etc.)hwit
tiny nodes is difficult.

We are also developing pre-configured Device
Connection Layers. These layers come with intedrate
sensor arrays, allowing users to deploy an Atlas
network right out of the box.

two combined

8.2. Atlas Node Operating System

We are currently porting TinyOS [26], the de facto
standard for sensor network operating systemsuto o
platform. This new operating system will facilitetee
development of on-node applications, will provide a
bootloader for over-the-network reprogramming if

firmware updates are necessary, and will open dloe d
to ad-hoc networking with Atlas.

8.3. Security

Security in sensor networks is being studied, but
Atlas includes a middleware capable of acting &s th
central authority for the network, something not
available in other sensor networks (which are ugual
ad-hoc). The Atlas security model will manage the
authorization of devices in an environment, andiens
data entering the middleware framework is coming
from the correct devices. We can also take advantag
of the Context and Knowledge Representation modules
of our middleware for programmable pervasive spaces
(Fig. 1). The low-level encryption features wills a
other researches have recommend [27], make use of
elliptic curve cryptography due to the smaller keys
necessary to provide equal protection as RSA. Key
distribution in the network can be integrated ithe
plug-and-play configuration using our USB connettio
layer.

8.4.Privacy Preservation

Creating pervasive computing spaces such as
assistive smart houses requires a rich sensor
environment, and preserving the privacy of resislént
critical for user acceptance. We are in the eddges
of developing a privacy model that annotates the
device driver bundles with information concerning
acceptable use of the data that service provides
(destroy after processing, local logging, transioit
authorized parties only, etc.). The middleware
framework is responsible for ensuring applicatitvet
make use of a service cannot access any resowate th
could violate that service's privacy settings.

8.5.Data Processing

While the primary goal for the Atlas project was
developing a sensor and actuator platform to enable



programmable pervasive spaces, the platform is an [9]
appropriate tool for researchers and groups working

other fields. As mentioned

collaborating with Purdue University on the Nile-PD
project, which involves reading streams of datanfro
sensors. We are working to enhance the data simgami
capabilities of the platform. This involves expamgli
the data processing functionality both onboard #tla

nodes and inside the service framework. Some of the

capabilities being developed are data filteringtada
aggregation, and query processing.

8.6. Distributed Middleware Servers

single computer will be running the middleware

framework
representations of connected devices. Howeverpin a

that hosts the  software-service

in Sec. 6.2, we are

[10]

[11]

[12]

The current release of the Atlas platform assumes a [13]

extremely large or densely packed environment, so [14]

many services running on a single computer could

result in poor performance. Additionally, a single

pervasive space could cover many geographically

[15]

dispersed areas. We are developing a distributed [16]
version of the middleware to solve these issuess Th
new architecture allows a hierarchical grouping of
middleware servers, each of which can connect lasAt

nodes and other servers, feeding information to a

parent server.

8.7.Alternate Service Frameworks

The Atlas platform is focused primarily on an
OSGi-based service framework. However, we are in

the process of porting our middleware to the Miofbs
.NET framework. An alpha version of this framework
exists, where devices are represented as Web 8grvic
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